


The battle for privacy?
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Ransomware of the future?
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Classical Cyber Security

Proprietary
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loT Security

Increased attack
surface

Accessibility to
hardware

Limited
processing power
In end nodes
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Cost of security

Cost/effort
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to secure

HW attacks
Interchip communication
Debug/JTAG interfaces
Decap / microprobing

SW attacks
Code vulnerabilities
Malware / randsomware
Weak protocols

Communication attacks
Man-in-the-middle
Weak RNG
Weak protocols

Cost/effort
to attack



Who Is the adversary?

IOActive.
RAPID))

Class

Hobbyist /
script-kiddie

Advanced
hackers

Security researchers

Nation state attacks

Motivation

Fun, curiosity, fame

Fame, financial

Curiosity, improve
security, novel ideas
and attacks

Espionage, sabotage

Resources

Limited, commodity
hacking equipment

Commodity, makes
tools when necessary

Significant

Unlimited
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Exponentially increasing cost of security
—



Security/privacy Is a balancing act

Security/privacy

= Easy of use

= Functionality
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UK: GCHQ iIs enforcing proper security

= Old news, disregard date

= Smart energy critical for national
security

GCHQ = CIA

GCHQ helped architect security
scheme for UK Smart Energy
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US: FTC continue suing insecure loT vendors
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. EU /7 Germany taking a lead?

About this site | Contact | Cookies | Legal natice | English (en) v

JUSTICE
Building a European Area of Justice

Eurcpean Commission > Justice > Data protection

fAl HOME = ALL ToPICS

B Protection of personal data

Reform of the data protection
legal framework

Data transfers outside the In January 2012, the European Commission proposed a comprehensive reform of data protection rules in the

EU EU. The completion of this reform is a policy priority for 2015. The objective of this new set of rules is to give
citizens back control over of their personal data, and to simplify the regulatory environment for business. The data

Article 29 Working Party { protection reform is a key enabler of the Digital Single Market which the Commission has prioritised. The reform

will allow European citizens and businesses to fully benefit from the digital economy.

Entities collecting data € \Whenever you open a bank account, join a social networking website or book a flight online, you hand over vital

personal information such as your name. address, and credit card number.

Protecting your personal
< What happens to this data? Could it fall into the wrong hands? What rights do you have regarding your personal

data

information?
Data protection bodies < . .

Everyone has the right to the protection of personal data.
Legislation

Under EU law, personal data can only be gathered legally under strict conditions, for a legitimate purpose.
Funding opportunities Furthermore. persons or organisations which collect and manage your personal information must protect it from
misuse and must respect certain rights of the data owners which are guaranteed by EU law.

Public consultations Every day within the EU, businesses, public authorities and individuals transfer vast amounts of personal data
across borders. Conflicting data protection rules in different countries would disrupt international exchanges.
Events Individuals might also be unwilling to transfer personal data abroad if they were uncertain about the level of

protection in other countries.

Therefore, common EU rules have been established to ensure that your personal data enjoys a high standard of
protection everywhere in the EU. You have the right to complain and obtain redress if your data is misused
anywhere within the EU.

The EU's Data Protection Directive also foresees specific rules for the transfer of personal data outside the EU
to ensure the best possible protection of your data when it is exported abroad.
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Congress hearing November 16" on loT Security

= Caused by the Mirai botnet attacks

= Key witnesses:

= Bruce Schneier, Lectuerer, Harvard
University

= Kevin Fu, CEO, Virta Labs

= Dale Drew, SVP and CSO Level 3
Communications

= Key feedback:

= |oT (in) Security is a externality -> needs
regulation

= Schneier called for a department of loT
Security
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Final thoughts

= |oT represents unprecedented
challenges for security and privacy

Already been a number of hacks

= Necessary to revisit the balance
between security, privacy and
functionality

= A number of governments,
organizations and companies are
ramping activities to secure the lIoT
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