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The battle for privacy?
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Ransomware of the future?
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Classical Cyber Security

Proprietary
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IoT Security

Proprietary

/

 Increased attack 

surface

 Accessibility to 

hardware

 Limited 

processing power 

in end nodes
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Cost of security
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Cost/effort

to attack

Communication attacks

Man-in-the-middle

Weak RNG

Weak protocols

1

SW attacks

Code vulnerabilities

Malware / randsomware

Weak protocols

2

HW attacks

Interchip communication

Debug/JTAG interfaces

Decap / microprobing

3
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Class
Hobbyist / 

script-kiddie

Advanced 

hackers
Security researchers Nation state attacks

Motivation Fun, curiosity, fame Fame, financial

Curiosity, improve 

security, novel ideas 

and attacks

Espionage, sabotage

Resources
Limited, commodity 

hacking equipment

Commodity, makes 

tools when necessary
Significant Unlimited

Exponentially increasing cost of security

Who is the adversary?
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 Security/privacy

 Easy of use

 Functionality

Security/privacy is a balancing act
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 Old news, disregard date

 Smart energy critical for national 

security

 GCHQ = CIA

 GCHQ helped architect security 

scheme for UK Smart Energy

UK: GCHQ is enforcing proper security
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US: FTC continue suing insecure IoT vendors
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EMEA: EU / Germany taking a lead?
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 Caused by the Mirai botnet attacks

 Key witnesses:

 Bruce Schneier, Lectuerer, Harvard 

University

 Kevin Fu, CEO, Virta Labs

 Dale Drew, SVP and CSO Level 3 

Communications

 Key feedback:

 IoT (in) Security is a externality -> needs 

regulation

 Schneier called for a department of IoT 

Security

Congress hearing November 16th on IoT Security
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 IoT represents unprecedented 

challenges for security and privacy

 Already been a number of hacks 

 Necessary to revisit the balance 

between security, privacy and 

functionality

 A number of governments, 

organizations and companies are 

ramping activities to secure the IoT

Final thoughts



Thank You!
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